In this paper, we describe the Open Voting Consortium's voting system and discuss the privacy issues inherent in this system. By extension, many of the privacy issues in this paper also apply to other electronic voting machines, such as DREs (Direct Recording Electronic voting machines). The privacy issues illustrate why careful and thorough design is required to ensure voter privacy and ballot secrecy.
INTRODUCTION
The requirements for secrecy in elections depend upon the values and goals of the political culture where voting takes place. Gradations of partial and complete privacy can be found in different cultural settings. Most modern polities institutionalize the ideal of complete privacy by relying on anonymous balloting.
The use of secret balloting in elections -where a ballot's contents are disconnected from the identity of the voter -can be traced back to the earliest use of ballots themselves in 6 th Century B.C.E. Athens, Greece. The public policy rationales for instituting anonymous balloting typically aim to minimize bribery and intimidation of the voter [1] . Secret ballots, although not always required, have been in use in America since colonial times. Today, almost one hundred years after most states in the U.S. passed laws to require anonymous balloting, a strong sense of voter privacy has emerged as a third rationale.
These cultural values and practices contribute to the sets of user requirements that define the expectations of voters in computer-mediated elections and determine alternative sets of specifications that can be considered in developing open source software systems for elections [7] . The Open Voting Consortium (OVC) has developed a model election system that aims as one of its goals to meet these requirements. This paper describes how the OVC model ensures ballot privacy.
The OVC has developed the model for an electronic voting system largely in response to the reliability, usability, security, trustworthiness, and accessibility concerns of other voting systems. Privacy was kept in mind throughout the process of designing this system. Section 2 of this paper discusses the requirements for a secret ballot in more detail and how secrecy could be compromised in some systems. Section 3 describes how the OVC handles the privacy concerns. While this paper focuses mostly on privacy issues for US-based elections, and how they are addressed in the OVC system, many of the issues raised are applicable elsewhere.
SECRET BALLOT REQUIREMENTS
The public policy goals of secret balloting -to protect the privacy of the elector and minimize undue intimidation and It is not sufficient for electronic voting systems to merely anonymize the voting process from the perspective of the voting machine. Each time a ballot is cast, the voting system adds an entry to one or more software or firmware logs with a timestamp and an indication that a ballot was cast. If the timestamp log is combined with the contents of the ballot, this information becomes much more sensitive. For example, it can be combined with information about the order of votes cast collected at the polling place with surveillance equipment -from cell phone cameras to security cameras common at public schools -to compromise the confidentiality of the ballot. As described below, system information collected by the voting system should be kept separated from the content of cast ballots and only used in conjunction by authorized, informed elections officials. Rebecca Mercuri proposed that Direct Recording Electronic (DRE) voting machines have a paper audit trail maintained under glass, so the voter does not have the opportunity to touch it or change it. [6] Some vendors are proposing that paper from a spool be shown to the voter, and a cutter releases the paper audit trail piece to drop into a box for safekeeping. [2] A challenge is to make sure that all of the paper audit trail is readable by the voter, doesn't curl away out of view, and yet the paper audit trails from previous voters is obscured from view. However, the paper audit trail can fall in a more-or-less chronologically ordered pile. The Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. problem of reconciling the paper audit trail with the electronic ballot image is difficult to do in an automated manner if the paper audit trail cannot be sheetfed. Another approach is to keep the paper audit trail on a continuous spool. [7] While this approach has the potential to be more easily scanned in an automated fashion for recounts, privacy is compromised by maintaining the chronological order. In the longer version of this paper, we discuss in more detail these issues. We discuss that problem that the voter's secret identity must be disclosed to poll workers and yet not be discernable from the ballot. Covert channels can be used to transfer identity of the voter to the ballot. A critical example is when the machine that prepares for the voter an authorizing token also contains the voter registration data, which might be passed to the electronic voting machine through that authorizing token.
SECURITY, PRIVACY, RELIABILITY
In the full version of this paper, we discuss a variety of issues and their solutions in security, privacy, and reliability for the voting system designed by the Open Voting Consortium and described more fully there.
Some of these issues are the following. The Advantage of Free and Open Source Software. When the system is a black box, where the source code is maintained as a trade secret, we must trust the official testers. A frequent criticism of free and open source software is that, while the code is available for inspection, no coordinated inspection is actually conducted. [3] The absence of Non-Disclosure Agreements and restrictive intellectual property agreements encourages the large body of open source developers to inspect the code.
Randomization of Ballot-IDs. Under the OVC design ballots carry ballot-IDs to enable auditing of official paper ballots against unofficial electronic ballot images. Ballot IDs are easily remembered and can be a vehicle for disclosing the vote.
Privacy Issues with Barcodes. The Open Voting Consortium system design uses a barcode to automate the scanning and tallying of paper ballots. Such barcodes raise several possibilities for introducing covert channels.
Privacy in the Voting Token. The token given to the voter to enable her to use the electronic voting machine might contain information that could compromise anonymity. Analysis of the software and the poll worker interface for encoding the voter token can show the type of information that can be encoded.
Information Hidden in Electronic Ballot Images and Their Files. The electronic ballot images (EBIs) are stored on the electronic voting machine where the ballot was created. Storing the EBIs in a database management system can record sequence information that can be used to identify voters. Flat files can include the date/time in the file directory, a potential privacy risk.
Reading Impaired Interface. It is important that the ballot not record that the voter used the reading impaired interface. Nor should the electronic voting machine maintain such information in a way that identifies specific ballots. If a separate reading impaired voting station is used, the ballot-ID should be generated in a manner that does not identify the voting station used.
Printed Ballot. The secrecy of the voter's selections is at risk while the voter carries the paper ballot around the polling place. We use a privacy folder -an ordinary manila folder trimmed along the long edge so that the barcode sticks out.
Ballot Validation Station. The ballot validation station allows visually impaired voters, or anyone, to hear through headphones and therefore validate their paper ballots. Ballot-IDs should not be persistently stored by the ballot validation station.
Languages. Steve Chessin identified a problem with ballots for non-English speakers when printed in the voter's own language. This approach makes bilingual ballots easy to identify, and that can compromise ballot anonymity if only a small number of voters in a given precinct choose a particular language.
Public Vote Tallying. It is important that the ballots be shuffled before publicly visible scanning occurs. The ballots will naturally be ordered based on the time they were placed in the ballot box. The sequence of voting is a potential privacy risk.
Results by Precinct. Care must be taken to ensure that results posted by precinct do not compromise privacy and yet can be reconciled against county totals.
Privacy in the Face of Voter Collusion. Complex cast ballots, taken as a whole, contain potential covert channels.
CONCLUSION
We have discussed the privacy issues inherent the Open Voting Consortium's voting system that includes a PC-based open-source voting machine with a voter-verifiable accessible paper ballot. By extension, many of the privacy issues in this paper also apply to other electronic voting machines, such as DREs (Direct Recording Electronic voting machines). The privacy issues illustrate why careful and thorough design is required for voter privacy. Imagine how much work is required to ensure that such systems are secure and reliable. Further information about the Open Voting Consortium can be found at http://www.openvotingconsortium.org. This paper is an extended abstract; a longer version may be found at http://www-db.stanford.edu/pub/keller.
